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)—=X | ETIL | feRE CPU AE HDD RAID NIC
IN—F T1 b B 1X4 core INTEL 8GB 1TB Software 4 x 1Gbps
Ly 4 1U Xeon X3430 @2.40GHz (2 x 4 GB) (2 x 1TB)

(IPMIdpY)

T4 Y18 1X4 core INTEL 8GB 4TB RAID10 4 x 1Gbps
(TRALER) 1U Xeon E3-1275V2 (2 x 4 GB) (4 x 2TB)
- " @3.50GHz
R
T10 Y8 2x6 core INTEL 32GB 10TB RAID50 4 x 1Gbps
(TRACER) 2U 2x Xeon E5-2630V2 (8 x 4 GB) (13 x 1TB) 2 x 10Gbps
@ 2.6GHz (FFarx)
IN—F )L | VA 18 VMware ESX 4.0LA[% . ESXi 4.0LAB%.
I Microsoft Hyper—V. Microsoft Azure. Amazon Web Services
H2 Yig 1X4 core INTEL 16GB 2T(2 x 2TB) RAID1 2 x 1Gbps
/H2H (& | 1U Xeon E3-1220V5 /2T(4 x 1TB) | /RAID10
LER
BlueVault @3.0GHz
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ff“%‘f)) (REACER) Xeon E5-2623V4 (4 x 2TB)
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) syslog-ng STORE BOX 8wy oz [

Sysleg-ng statisties -

O Tirme-based

@ syslog-ng STORE BOX & admin 0192168561  2016-02-26 1424 from 192168561

@ TonLeast eiatinsc
2 AAA
B = Policies m 2018-02-2617: Q Q Jumptolast:  (select) |v 2018-02-2617:2821 &
bt B e g ]
Log =30secs.
sch
mnman mslog-ng wtatistics by dey : ¢ b
Viarian) Content-Based
Alerts
SQL Destinations L ] ! ] ! ]
i 2180226171630 2180226171300 WB-0226 112130 2018-02:26172490 3

Peer Configuration
Changes SoLink | BICSV | A Alert
Log Alerts

Archive & Cleanup i} @ First | » Up | # Pageup 12 Customize columns

el 1 o e S

2018-02-26 171401 ssb300vm |6 CRON  pam_unix{cron:session]: session openzad for user roct by [uid=0) b
User menu
2018-02-26 171401  ssbS00vm 6 CRON  (root) CMD ([ x opt/ssb/binjcheck-disk-full php | 8& (cd fopt/ssbjbin; /ept/ech/bin/check-disk-fullp..
Private keystore
Change password 2018-02-261714:01  ssbS00vm | 6 CRON  pam_unix{cronsession]: session closed for user root )
Preferenca:
feleeneEs 2018-0226 171500 ssb500vm 6 ssbllogst... INFO [roct@localhost] Colecting syslog-ng sttistics )
Logout
2018-02-26 171500  ssbS00vm | 6 ssbflogst... INFO (roct@localhost) Syslog-ng statistics CSV size s '60IT byte(s) )
System monitor 2018-02-261715:00  ssb500vm 6 ssbflogst.. INFO (roct@localhost) Calculating alerts for message rate alerting b
Time: 2018-02:26 1129 .
Remaining time; 0133:01 2018-02-26171500  ssbS00vm | 6 ssbllogst... INFO (roct@localhost) Finished collecting syslog-ng statistics )
bsicaew ° Wodules:
sysluw;\g:ﬂunning 2018-02-26171501  ssbS00vm 6 CRON  pam_unix{cron:session);: session openad for user roct by [uid=0) b
basic vaite raad and wriaipsriorm (] @ oy
s uthvien na iead Y e Hosts 2 2018-02-26171501  ssbS00vm | 6 CRON  pam_unix{cronsession]: session openad for user munin by (uid=0) )
Private keystors. Bmwie Fyys read 8nd winelperiorm <] @ Senders 1
Aliiaesy T s ” S Load 1001 Load 15:0.00 2018-02-261715:01  ssb500vm 6 CRON  pam_unix{cron:session]: session opened for user roct by [uid=0) b
Preferences bt = = i
togour changelcg rpT— i Je |WCPU CEiEm @ Last | v Down | ¥ Pagedown
System monltor | "Fort ead and winalperform | @ H H H
Time: 206228 1731 ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ Copyright ©2000-2017 www.balabit.com
me: o134 2
e . poleievew reard e
SR poiema e ieien reaant watpertons ] © H H H H
acte
Haizd logeiew Log read - m H H
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" Copyight ©7000:2017 whevebalabicors

® o ok
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V20T (RiE. &)
BSD-Syslog 70O ~3)L (RFC 3164)
ETF-SyslogZ0 k)L (RFC 5424-5428)

SNMP 2w
« SNMP v2c (RfE. &) . v3 (&EB)

F—=IRNR=ADT—=TIV7—5 (2. XFE)
« ORACLE 7—HNX—2X

« Microsoft SQL ServerTm—48N—2

« MySQL 7—ANX—X

* PostgreSQL 7—AX—2X
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JE—F OTRAR—-Z
(Remote Logspace)

JE—F~ZETMOSSBOOT ZIN=X (T« )b
H—NEZOIEH) Z2EHEC=FI, —E
IDE. O—NDILOOTETRICHE « BETE

ECR

NILFTIL OTZAR—= (OTZAR—ZADHE)

(Multiple Logspace)

BHOSSBOOTAR—R (UE—FESD) =
MELTI DOOTAN—RE LU TEERTEET,
CNICKD, BEDOTAIN-RZFEHTHE -

BRRTEEI,

1)U — OTZAR—=Z (OFZRR—Z2OY Ty )

(Filtered Logspace)

OJINR=Z (UE—FESL) Z27 1 LI TRD
AHT T2y b 2tER TS E I, CoaTJIcrPot
ATEDA—YIIN—TZREITDCEICKD, K

DFDN PO ZRBEDN TEDKIDICEDET,

BT~

xR AE

©) Wiegne

SSB1

Logspace?

Logspace
for
for SSB2
SSB1 Logspace

SSB1

Logspace3
for
Logspace1 + Logspace?

SSB1

Logspaceb

Logspace4

A AV A AV
for for
Logspace Logspace?2
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Search -> Logspaces

m 2018-02-19 14:25:57

2018-02-20 00:00:00
% Link CSV | A Alert

2018-02-21 06:00:00

b

syslog-ng

STORE BOX

BEILCWETI, DAILEA—-FRERDE

SR CRINSRFADTYLETT,

M2 FEH'ssb500vmT. H'D. Xwt—I[Copen
DOFLEDINFINESTY

20T &RFE LISk,

~ I Search expressio | [les=llelell )] open‘] I

Cl  Jump to last: (select) |

2018-02-22 12-00-:00 2018-02-23 18:00:00 2018-02-25 00-00:00

@ First | ~ Up | # Page up

@ ( Search ) @

2018-02-26 14:25:57

&

=6 hours

2018-02-26 06:00:00
Search results: 1554

IE Customize columns

n== B e ™ S

2018-02-1914:26:01

2018-02-19 14:27:01

2018-02-19 14:28:01

2018-02-19 14:29:01

2018-02-19 14:30:01

2018-02-19 14:30:01

2018-02-19 14:30:01

2018-02-19 14:30:01

2018-02-19 14:31:01

2018-02-19 14:32:01

ssb500vm

ssb500vm 6
ssb500vm | &
ssb500vm 6
ssb500vm | 6
ssb500vm 6
ssb500vm | 6
ssb500vm 6
ssb500vm | 6

ssb500vm &

CRON

CRON

CRON

CRON

CRON

CRON

CRON

CRON

CRON

CRON

pam_unix(cron:session): session opened for user root by (uid=0)
pam_unix|{cron:session): session opened for user root by (uid=0)
pam_unix({cron:session): session opened for user root by (uid=0)
pam_unix{cron:session): session opened for user root by (uid=0)
pam_unix{cron:session): session opened for user root by (uid=0)
pam_unix|{cron:session): session opened for user root by (uid=0)
pam_unix|cron:session): session opened for user munin by (uid=0)
pam_unix|cron:session): session opened for user root by (uid=0)
pam_unix{cron:session): session opened for user root by (uid=0)
pam_unix{cron:session): session opened for user root by (uid=0)

@ Last | v Down | ¥ Page down
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SSBld. O ZHMWEIRTEIER U TRERIIC—HUERSIC
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Search -> Logspaces

local Search expressior [aleae=tebleleltyg] fail’i @ (Search) @

H 2018-02-26 13:22:10 G-l @, | Jump to last: (select) v 2018-02-26 19:22:10 E

=10 mins

2018-02-26 14:40-00 2018-02-26 15:40:00 2018-02-26 16:40:00 2018-02-26 17:60:00 2018-02-26 18:40:00

2018-02-26 13:40:00 2018-02- -40-00 2018-C 5
% Link | BICSV | A Alert Search results: 1

Content-based alerting

Logspace local
Search expression host:ssbs00vm fail*
Alert name failure

Targets Select a target.. ||

Edit existing alert(s) on the Search/Content-Based Alerts page.

E First | ~ Up | # Pageup IE Customize columns
nl
2018-02-26 142155 |ssb500vm syslog-ng Syslog connection failed; fd="7", server="AF_INET(127.0.0.1:10514), error="Connection refus... 2

E Last | ¥ Down | ¥ Pagedown

9167 263-50,09- 16



1)L — () fysieg:ne

SSBId. DT 1 LY —ZBE L TCNE T, BERKFICEHNIDIIR
0T DHZ. BAHZIEHDNEIIRDTEE VN > ENENTRETT,

priority D Alert CH'D. XwvEZ—
YlCtestEVNNVDXNEIZESFZU)N
EDODH. 2IEIFTDI 1 ILY—HI

Log 5 Paths W

o

enabled

tcp_legacy v @ priority: is |~/ Alert v O center v @
message: is nol|v | test [ L+

Add filter: Choose filter.. |~ @
Customn filter: [not set]

Parser: Choose a parser... w

N

NAS LT 1 )L —DIEKRE
oJEE

Custom filter:
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SSBIZZERNOAT DS hEEZB L TR, OO T#E
VI LDz (SIEMEE) RICOTDEDIERIENTEET,

c USA RIL=IVIE, YOOTERSNLET —HDESTHZ.
NFHIC—HUET—YDEBRZEFRELEK T,
c SA BIL=IUIE DI —RIED 1 LY —RICETIDCENTEET,

Log > Paths MESSAGE®®DXF5 IP: % IP-Address: ICE#

Rewrites:
Before message processing:

558 performs this rewrite cperation In message part Find Replace with Global Match case

before applying the filters or the : .
parser of the log path, so it will affect MESSACE i PaAddrans: =4 = e
every message in this leg path. (]

PROGRAMY O OMDABE%Z cron-${HOST} [CF=ERE

After message processing:

: : , In message part Find Replace with Global Match case
SSB performs this rewrite operation

after applying the filters or the parser PROGRAM cron-${HOST} -]
of the log path. o
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SSBId. 2ELEYRAOTORSYITREEDT 1 IV —IRETNIEL
BT —/NOSIEMIZEDEE Y AT ANKIETDCENTEET,
EIERDFREISL. BHASIDIENERFKT,

* Trap
* Syslog * Syslog
@ syslog-ng
STORE BOX

-'j-_/\ . Tab]e . Table ,ﬂ;& 'J :E_ I\‘\JRDO'U'_/ \“—
OV and &%
TIN=A ALt F—HNR=2
HBOAPDOIRD T
+Trap OJXwvt
. D G .
- Syslog DS+ FEEl Trap
é = KBDOT DER
Ry DJ=D C1ERRIE .
* Syslog SNMP Trap YR—I v
s TFXA

D74 ILEL @
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SSBZEE T dWeb-1 25— T —AND P D ZAFELEIS.
MRDIGEZERTEET,

SSBWT 9/\ Z-CO)OIL;\D
- LDAPY —/\N&E & UI2ERE
« RADIUSH —/\N& & UTIZERE

AAA -> Settings
Authentication SEttIHQS

Authentication method _

® Password provided by database

i2.168.56.1, welcome to syslog-ng Store Box!

O RADIUS Login: userOl
Pascword: sssssssssss
User database: =
® Local
O LDAP
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SSBTIRO—AIVICA—F—=PADVY R 2R TE. A—FHEIT DY
V=T ZEICPOERER (ZEROOTRRODHAEE) ZFMBICERE
LEETZET,

AAA -> Local Users
User Password Verify password Groups Last login
2018-02-27 10:43 from 192.168.56.1

weak good strong

userQl v @ 2018-02-27 10:43 from 192.168.56.1

vigwer

[ +]

weak good strong

userQ2 2018-02-27 10:43 from 192.168.56.1

basic-view v @

4]

Select object x

weak good strong

All
O System debug

DURBRELR— A=Y O o vt
= > O Firmware
@%E@%jéﬁxujégz bﬂri © O Use static subchapters

© O Basic Settings

9\\)1/—775'1’5@2 L./E1§U ©OAAA

© O Policies

Q@0Log
© ¥Search
© ¥ Reports
AAA -> Access Control \/
viewer Allfsearch read “

All/Reports
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SSBId. ¥ROTD 37T 1 v IIREDMETUIN— FZPDFXEIC U,
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syslog-ng Store Box
daily operation report

Lin— 5 :

s BELEXYvEZ—IH

- BEZ<OOTESIE
LEMRASYFIT

s REZVNIDP7IYUT+
ST

« SSBDOI AT IANIVA

. b
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07—~z )E—rY—/\ORy RO =D U —YICBEBICRE
TE=F9, BEBOEGFEEZRAT Y1 —I)ILTEET,

IN D P W T (z—sEEs
« F—AHESSBAJR P UTEIBTEZET,
- 70 F3JL : Rsync. SMB/CIFS. NFS

P =117 EEEgLOENT-SEBEH)
- NgT =5 CAKICER - BE TSI,
+ F—HBESSBAUR P TEF AL
- JO R SMB/CIFS, NFS

D) —=YP w77 GseBhs0snT—5 a5 | T \ } .
* N7 — 5 ZRIARBICERIE LE T, '
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HAMR (SoAMRR) (1) © e

SSB T1/T4/T10E. HARER (High Availability,/&0JA%E) TY X
TOHAZETIRILT DS DHRKET,

- HABRIZL. Master-SlaveE!DActive-Standbyfe=\ T,

« Master/ — FDERTE. REULCETCOT—IHHAT—SEQHIA
LANZT —2)UICC. SlaveflliZ' )P4 ATIE—ENZEI,

Master{f] Active

BSATUR HARIER I/F

H—/\—

srsroy I > s

Slaveffl| Standby
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HAMR (SQAMERK) (2 © e

SSB T1/T4/T10ZHAER T BHS. Master/ — RO —E X =2
TERL B oIZEIZE. Slave/ — FHMaster ./ — RFDIPP RLU 2 %&35|&
M=, T—ERDIBHEZS IS HMETF T,

X HARN=FDIP « PTSAPIADHDEETT, N—Fv)U+ PTSAPYRATEIRATEIE A,
X IVTI)—REHAZ T 3V D26DSSBHIMETT,
X HAKBEIC K DTITRILII2EBRDH ESDFET,

HSAT R HARIER I/F
H—/\—

Slave=>Master
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SSBOERE ) D— ©) yiog:na

SSBId. T1 ROUBENEEZHUALCHEERE, BEULCERHT
PS5 — hZEmailtdSNMP Trap TR T DCENTEET,

Basic Settings —> Alerting & Monitoring

System related traps A

Description Name Email SNMP
Login failed xcbLoginFailure Email & SNMP &
Successful login xcbLogin Email O SNMP O
Logout from the management interface xcblLogout Email O SNMP O
o= . Configuration changed xcbConfigChange Email O SNMP O
) 0 |\1§” . General alert xcbalert Email O SNMP (O
General error xcbError Email O SNMP O
—_ Data and configuration backup failed xcbBackupFailed Email O SNMP O
* SSB‘L— D 71’ \J%ﬁﬂ Data archiving E?ailed ’ xchrchinFa'lled Email & SNMP &
° P —7:, 1’ ji’a& Database error occurred xcbDBError Email O SNMP O
— ~ — \; License limit reached xcbLimitReached Email & SNMP &
® Z’I’ t nglugg\é HA node state changed xcbHaNodeChanged Email O SNMP O
. 7 4( ZDQED‘\E@ Timestamping error occurred xcbTimestampError Email O SNMP O
N {_@ Time sync lost xcbTimeSyncLost Email O SNMP O
Raid status changed xcbRaidStatus Email O SNMP O
Hardware error occurred xcbHWError Email O SNMP O
Firmware is tainted xcbFirmwareTainted Email O SNMP O

17/ 17

Health related traps

|

Description Name Email SNMP
Disk usage is above the defined ratio xcbDiskFull Email & SNMP &
1) 1]
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